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INTRODUCTIO N comme ncrc ial x rid h a c bec n tFile tic inp ic rncn
themn.

Thce ofS OtConnn1crcial Offt-thlC-shlf COtW TS)
produIcts' in tile devclopmcent of command, control.
connnun.11icatioills. anld ifltellicence (CI) i sxstcmls Ikir PART1IC'IPANT'S ANDT) 'IIR ROLES
the Department of Dclensc (DO) is crucial. Sic -
nflican t r'cd uCt ion inl til hcOD 1 hudg-ct Miid thl Thcerc arc t Iiicc imajori par ii ci pail is ill a I \ i ll
cxpcctattion ot't'urthcr rcductions xx ill 1h'rcc thc de- inlilitar'\ dIcvclOpnIcntI: 111 tilcue 1 onliiuild. Or
fensc communIllit\ to bulildl loxx cr CCt Sx Stcnls that uISCr. xO hoScts, tilc S\ Scnl r'cquir1cinicnis aiid xx hot has
do not1 dc pcnd hcaVi il mc uSt mli i d i aid xxarc anld hinal i-cspoils i hlit. 1'01r opc rat inc hle ssi "inI: (2 tilc
soltwmare. Thc conccpt of' 'opcnl s,\ Stcm architcc- dec copmclnt colmiand. or dcvclopcr, \kilo is 'cix cii
turc.'' x hcrc ixi idUal 14111s, Stcins dcsi gncd and rcspIonSihilitv' 1kw tie\ clopiI1 at sstielll Mii ,tileih
mlanuf'acturcd hN di ffcicnt indu1-strial orgali/atiois Uscre rcqirilns aild (3) nuty whlo aIctuailix
can he initcratcd into s\ stci s ot highi pcrtonni e dcesigns. prodiuccs. anld tcstis hbot h tcidc xICc ilc ut
hb\x xirtic of, co mmo1 n intcerfacc si ailda id s). is i ak - crs,011 ios an til hcilill aIprodUti on xc rsInls of [Il

ing, it., appcarancc ill thc coimmercial mnarketplace. dclsir-cd Ix stcill li' Cxr. \% hcnltie ti dcvlOpilclts
This crcatcs tilc possibil ity that largc-scalc mulitary arc softxarc-intcnsix c sx stcmls xx ith ain emphasis onl
s icnls can bc inicunraicd at( lox cost f'romi conmcr- tile usc of COTS pout.thcsc typical rolcs a,,

ciii products. xx ith rclatix cix shor in cx chipmcnt not al xays Ikl iowcd. scx cral cuanpics arc ils
schecdule". Tilc DOD )1 x ill ilccd to cy\loit til, tratcd inl tilc Ikiiox iil'- list of projccts, I*Or xx hicll thc
plossibilitx - Electronic S'.stcns i\ ision 1LS) of- thc -\ir- Force

.A as t hcdcx l iJ~il i llt c0i iii li i t. s ipportIcci h x Tile
A\n addition al impitl L 1k til hc e u Oc(icoi iecr- - N1 I IRE Corporation. Tilc dcx clopinemi approach,

Cial I pr i c is is til hc ublic 's I and Ilin ii tr.coin - anid t hc rolec, apport ioncd to til hc reeic part ic ipan t.
ilandcrs' L roxx inc, tiniliaritv x% ith products rcadi lx kcrc sonlcxx hat dit'ffcrcnt in cach casc (sec tablc I
ax\ ai labic oni tile imarkct b'r hi1c aiid busitlNs usc.
As, part of their perisonial lix cs. niilitar' dccision- *Scntinecl Hxtc s mlission is toi mlakc iiitclli-cnicc
mnakcrs arc bccoming axx arc ol thlc powert'u I coin- dat a (i il at incL trloil ihe r Ic x cis of comn aid

puLtHig and sot lxxarc options that c~an be obtained available to thle pilot domill mission planning.
offt-the-shell', and xx ill bc unxxillinL to believe that *GaieSnr sacmadps.ictdi h
custom de\ clopmicit is nec-ssarx ito ac-hicx e dcsi rcd hxcnMtutiCopcsnClrao1w
pert'orinance. As at reCsul it is realistic to prcdicto
that comiierciai s stcnis xxiIbeconmc thc nion tkir assil a si l siI xannsto u

ill i tr'. - s\stem. x iti custon-dsi cilc eqst rategcic radar and in ira rcd scelso rs -

ilenit 'xcel\C t ill. 'NORTIC is at comnid post designed to hielp
NORAI) track drugII sinucc'llers.

0\er thle last fexx x cars., substantlial ef'tkwt hasl *The Niessace Ifiilliiicu Sx stein receives lies-
been spent inl initial attemlpts to intec-rate coiniler-

cialk ~ ~ ~ ~ ~ ~ ~ ~ ~ ~~sie hteprdcsit iia\ Is els.onl a liitxxork and dissemlinates themil onl the
ciaix ase prducs ito niltar CIs\ tea is of tlull profil inc.

Fro m these cftk irt. s[lite die Ici (Sc' e lt iin nii ha, de -
eloped at st\ le and approach ito ('(TS intecration. *The Airbornle C ommiand and Contirol Ccemter

Rapid priitot~l'piilg is being" CMInpo~ d esesi lls AWC(C is anl imhornic platfoirm l tat carries
pali of' the diesign process. Mlan\ professionals inl Operators and a large x ar-ict'. of radios for dm1i-
the protot\ pcarena are to\le-al ihout openl mluiicatillL dui t crisis.
sx~steill standalmrds: tisl, xxas not true as, receni t, I a * 1e Mlission PIaliiInc Sx'tllI l aIt~IiIiiivi.d
f .Our or f-ix e ea rs ago. MuLchI More attenltion is beiicl---l tmi
given to commercial standards. because tile\ are be-aitositiltlepnnuo rmsin.

coil' im nc se iIl. a iid beCcauLse orcLan i/at ulI in ilie



Table 1. Examples of ESD as Dewelopment Command on SofttNare-Intensi~e S~stenis

Sistein User Uiser's Role D~e-,eloper's Role IndustrN 's Role

Sentinel Byte IiSAFE. Generated requirements Bu ilIIt "'..o COTS Replicated de% eloper's
PACA,'F. prototype,. installed at proltispes
T.XC. AF sites. Success led t
NIAC. decision to bUy 15~ more
SAC

Granite Sentrs NORAI) Hired and riianai-ed Generated and anal'. /ed Pro\ ided sot \N are
support contractors to syrsteml architecture. support to User

_______________ ____________develop system) MaX ii/inc COTS use

NORTIC NORAD Generated reqJuirements Developed ., stemn BoughIlt COTS compo-
architecture and ss stemi nients to implementil
desion. selected a des elolper\, arch itectuLre.
con1tractor to bus COTS In1tecratMed. tested, and
components. Selected m1aintained ss'stemi
another support contrac-
tor to intecyrate. test. amnd
maintain systemr

\1essauce DIA Generated requirements Generated specification. Designed and built
H andlii tc Hired contractor to prototy pe. miasimmng
Sy stemi demonstrate initial C OTS use

___________ ______________________Prototype

ABCCC TAC Glenerated requirements Generated product Desi-rned and built
speciflication. Selected prototy pes and
two contractors to huild( production ersioni

__________________________________________________protot pes

Mission TAC Built 3/4 of sssteni. Transitioned sstmto DesignIled anld built
Plannine asked developer to More open architecture. sstm.using
5'. stem Complete so that capahilit\ could developer's architecture

,,row& hv. addition of
COTS 'products____________



JUI)(IMENT from a set of logical decisions. but instead \,,ere
driven b the varying political and economic en\i-

The problem A, ith using commercial products ronments surrounding each development. No clear
is relating the commerciallI a\ailable equipment method or policy is available to aid in the selection
and software to the mission needs. This problem of acquisition approaches. The detense communitx
involves the different skills and judgments listed in has not vet dealt adequately\ ith some important
table 2. philosophical issues regarding de\ elopments incor-

porating commercial products. Txx 0 Of these issues
Table 2. Issues and Judgments Regarding relate to performance specifications and sx,,ten

Commercially A%ailable Equipment architecture.
and Software

Performance Specifications
Kind of

Judgment The problem of performance specifications in

What products are available Oxersight of cases ,x here COTS use is desired has not \et been
on the market? entire commercial satisfactoritv resolved. Air Force systen develop-

market ments are traditionally begun b\ A riting perfor-

Can commercial products be Technical mance and functional specifications. These
integrated. even if ini\ idual judgment specifications explain \xx at the gox eminent ,x ants a
products hax e adequate contractor to do. thereby pro\ iding the contractor
capabilitY? xx ith a firm basis ol which to accept the risk of

building the hard", are and sofl, are for the s stem
Will the completed COTS User judgmnentatnesitdco.
s\ stem be operationall\ t al estimated Cost.

-o. mever. m, hen a sx stemn is to be dex eloped
Flov much xx ill it cost to add Technicalcapaili\ laer?}udeentusing comnmercial product, the design latitude
capability later? Judgment usnZomec

available x, hen compared to building a s\ stem of
[How difficult %x ill the COTS Technical custom compoinents is severelk constrained. Design
system be to modify? judgment freedon is implicit in the idea of a specification.

To "hat extent is the user Mission judgment [or programs driven h\ tile desire to integrate un-
x illing to compromise oil Modified commercial hardwnare and solt\ tare prod-
the system requirements. ucts. freedom of design is a false assumption. The
balancing %hat is desired concept ot xx riting a specification does not fit ", ith
versus what is readily the idea of buildin sxstens fron commercial parts.
attainable?

In principle, a conflict between specifications
Cand the use of COTS products is not necesstrx,.

Before naking a bid. industry could perform the

In each ofthe projects described, different trade-off studies needed to identify applicable
Jdvnents ere m fb~ the proec ci~t , oiffroes COTS products. select those that represent the best

judgments were made about the mixture of roles match to tile specification. and xerifv that the se-
\A hich. wkhen coupled with business decisions, led to lected products could actuall, be integrated within
different acquisition 4les. the proposed schedule and cost. How ever, projects

based on commercial products virtually alkays
While Ihere is no best acquisition sts ce. the dif- hae small budgets. and it is unreasonable to e\pect

ferent stx les used in the projects described above acmayt neti xesv rd-f tdeit comnpany to in\vest in extensi\ e trade-off'sltidies
are iot t sign of healthy \ariet. They did not result before it bids on a project that otters ont x a odest

return.
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Inl practice. indusI'tr\ mu1Lst use its knoxx edge This situaKtionl arises because the ulsineL coin1-
about Commercial c:omponenlts xx hich cirrentix is mands bel cxc tile\ knoxx exatctl\ xxat is neededL at
limited) to miake al calclated gueLISs a1)out1 \k hether thle beginning of the dcxci opine n. [he dewciopine iit
those produIct1 Call be integrated to mieet thle speci Ii- co11mmands belie\xe their job is to sell thle user'" (de-
Cat iis. A xx r utegue results if] no opt ins to r re - filled req uiremett. us. thle dec copiln i it prices
cowl-\, because t xpicaill nio fione\ has been does nlot promuleateLM a1n\ scheii lor tinnkin iw boutl

budgeted h\ the gox cruiment tor am CIt01 CilF. adIUSMnents. III tact. th1c current proce"S discouragesIC
[or examlple. soinc dcelopmencit pro jects at FSDF thinking about aduti(sbcucscesiC -
thax I encancel led bcausI'e the efforts, Axcre started tilned as ilect lug tile specificat ion.
xith a specification and xx ere later disc ox red to he

infteasible sn thle sCelced COTS prolucts:0 N both
ndusLItr\ and thle goxeminment took losses. A xx ax RED)UCING D)EPENDENCE ON'

mlust be found toi remove specifications from thle SPECIFICATIONS
process, Of bus\ingi- COTS-balsed sy steils.

Thle problem ot'chaniging speeiticati ins can be
S~tsteni Architecture aiddressed by Creating a iicxx pro~cess. beginniing

xx ithia teaml xx hose onlx Ijob is to ]CxiseC mii a-ciiec-
A second problem no0t adequaLILteI resolx ed is tureC that xxill suIpport niAIMn thle s,\,tiCl ciigel-'

sstiiarchitecture. Mx ich affects li f-cxcle costs inl able. With a1 SOUnd architectural basis. cxcili If tile
softx are-irltciIiiesc ses A large percentace of at team) makes marix errors builiiie theC tuiiICtiolus. it
sot xxarc s~st~ii is chanced ox er its tile cx C.e and a xillI hax e created a scheme that makes it inexpil
Sa rec frtc t i ii f thle cost of1% xxin li a soil xare s 55- six e to itake chianges. Toda\ . In 1st oh tie effti

tein occurs after de\xelopmett. Various estimlates Lees inito looking 1t thle User diSIa\, s1L and1th funlc-
ndicac about 601 percent of thle cost of sotixarc is tions to be sure thle\ are correct, rather thant look iiie

Inurircd a ftcer it is, shilped to thle ii scm. Of thaILtfraIc - at xxb lier or riot tile Irc li tect tire is adj Lst able.
ion,. about 701 percent is spenlt aiddinel- new feaItures,

either because thle original capabilit\ wkas unsatis- So fair as I ani ax" are. thie eio crmiieiit lias ix cr
factors or the ntisiori chanc-ed. SimlilarlN, at FESD. initiated at ("I dexelopmeiit effort bx asking for at
,1b101t1 haiIf tilie soft xare effo( rt is ,penit re xxork inc g tm arcll iCiI tct u .e cx 1)1 citlI\ des i eneId lt( irCIMi ne-
xx1 hatkx&a inlitill\ developed. cxci during dcx elop- abhilitx . and it has nex er asked that a -icil architcc-
inlent. Ill total, about 501 percent uif ("I software 11ure be ex atuated for Its, abhl\ it) support chiance.
dcxeoll~l efforts are sPent repnigto No method exists for geeatneeL~hL SiV tfICa-

changes iii the original specifications. The nlire oif turn, anld s\ steTin eneineers hax e ostit10r xa
("I ~ ~ ~ ~ ~ ~ t Li\spe)~lII-dRC,10dl-1 i- 0'ICifi- to cx ahiate arhtcursOur coiiiuiitx muslt Ill-

Cationls ox er a longL tunei. due to thle ralpid tenlipo ot x emit nxx tchnliquesLI ill tfisl areaI. We shouLld tiist

lcuiiiiiiierclciai diex lopfiints. recoenli/e that til iC\llfllt(1aCI ,Ill1
Miiied l at a ctmgieablc ar iiitecturc and a first,

lo coiLk0iiiinidatc sulch x ar iabhit\ ill requlire-ipennttoohticon adtiixesxi-
iint. thi e t tin arhitectlure muthe desieid to 0r0uh e11to1 in thle desie-ii 01t the arei-JUie :ui-e anld

niake ipplicatmiolis rcaiii ciaiieeahlc. lIucre Ii( mu peHaps1 eql3 effort Ill tile su1)Cibsquemit tLifloiial
puimi m1) spcL t\ ie CxC* cmx CTI s temtuictiomi ill exaIct dcsie1 (butl not mluch more eMon i)ic he t iownai

dectail because most function011 xxIii tIIIxtoLItCxfIl (icsieii. as is dioiie todax

ciiaii2 geS01 iiiex at duing11 the &xIexopIMnent Without
,In il-Lhitcctir that (1,1Smippo11, lscIammes. stbiiiihA parallel tna be draxx ii kx ili the hointusim iil

dcx elopument ld xxill be spemit Chanlmg t umnctions (iuistrx . luitidimie a hous I\ Cix Js a r xixmture

that hax e been optimi/ed to the xx mug, goal. eCLiilg\x ith lxx %) iiato aspects: I i tile fiiiishi-
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ing of the house interior, concerning details such as team consisting of the users, developers, and indus-
the number of baths and the dimensions of the try in various combinations, depending, r the de-
kitchen, and (2) the basic architectural design of the velopment phase.
house.

Understand the User's Needs

These two aspects of house-building. finishing
and architecture, are handled by two different sets The team. w hich could consist of a mixture of
of professionals. Inspectors are employed to make users and developers, must understand the user s
certain that state and local building codes are satis- desires in detail.
fied. Even though the consumer may not have tech-
nical knowledge about the spacing of studs or Understand COTS Products
thickness of concrete, he or she knows it is prudent
to have an expert thoroughly check these and other The team must have detailed knowledge of as
building parameters. Few home-buyers would pur- many available commercial products as possible.
chase a house that did not have a careful review by There are countless commercial products on the
a building codes expert. market, and new ones are appearing at a tremen-

dous rate. A substantial effort is needed to tinder-

With confidence that the house's basic archi- stand available products.
tecture is sound and therefore extendable and
changeable, the consumer can specify the details of It is not practical to set up a special team that
internal functions with the knowledge that those would become expert in all the commercial prod-
functions are likely to change as economic circum- ucts because the team would be overwhelmed by
stances change: for example, the consumer may the volume of products. The only feasible method is
someday want bigger bathrooms or a larger kitchen. to form one or more teams that work on and over-

see many different implementations of Cl systems.

In softv.are systems, by analogy, the detailed In that way, knowledge would be gained about not
functions inside the house are emphasized while the only what products are available, but also how well
foundation of the house is virtually ignored. Al- they integrate and what problems occur with par-
though the users are fully knowledgeable about the ticular integrations. This knowledge would not be
desired functions of the software system. they have comprehensive, but over time would span a large
little skill in the "building codes" for software. U n- fraction of the necessary ingredients in CI design.
fortunately, unlike the housing consumer, the soft-
ware user as yet has no orientation toward bringing Learn How to Evaluate System Architecture
in the equivalent of the building codes inspector
who can insist that the basic software architecture Satisfactory methods for evaluating architec-
be sound and readily accommodate change in the lures must be developed. Two relatively crude ap-
detailed functions. proaches are occasionally employed now. The first

involves building prototypes. Accordit;.. to my ex-

Performance specifications that focus on corn- perience. the general interest in prototypes tends to
pleting an architecture create a negative environ- be oriented to display, analogous to selecting the
ment for building systems from commercial kind of kitchen the consumer wants in his or her
products, and a negative environment for looking house, The second method involves evaluating pro-
at the architecture from the viewpoint of change- totypes with respect to their architectures. The sec-
ability. How might complex Cl software systems ond method is as crucial to the user, but is not as
be developed from commercial products. using a apparent. As a result, there are few funded efforts
process that puts more emphasis on software archi- devoted to evaluating the architectures of proto-
lecture and is not based on performance specifica- types. Unfortunately. fundino that could be used for
tions? One approach. described below, is to form a
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this purpose is often expended on fixing systems companies to be more successful at integrating the
that have not been properly developed, products at the lowest cost. In a given de\ elopment.

if one company were found to be most knowledge-
An important aspect of architecture evaluation able about all of the applicable COTS products,

is a method for rejecting products that seem attrac- then it would seem appropriate to select that corn-
tive but cannot be extended or expanded within the pany. On the other hand. following this reasoning.
chosen architecture. There is a strong tendency to if the selected architecture called for the integration
incorporate a product if it appears to offer some at- of COTS elements A, B. C. and D. and if company
tractive new feature, without careful examination to I was found to be expert in integrating items A and
see whether the product will allow functional B while company 2 was expert in integrating items
changes at a later date, and without an estimate of C and D. the government might choose hoth con-
the cost to add on the next new commercial capabil- tractors. Unfortunately, the government would be
ity. Although prototypes can help in estimating the afraid to take this latter course, because in effect the
cost of future changes. they are seldom used in this government would be acting as the prime contractor
fashion, even though the cost issue is crucial. responsible for integrating the system and would

therefore be accountable for successful completion
COTS-based C'I developments tend to be low- of the overall development.

cost projects. driven by time and budget. If the de-
velopment cost and the user's budget were known However, the problem of government account-
at the outset, an informed judgment could be made ability may not be severe. The government's atti-
about what functional capabilities are affordable tude toward accountability stems from custom-
(whereas a specification must be generated at a time development projects that typically have very high
when the feasibility of using COTS products is in cost (tens to hundreds of millions of dollars)y the
doubt, as well as the practicality of future addi- fear of becoming entangled in expensive litigation
tions). A better process would be to build a proto- is understandable in such cases. By contrast, the
type capability, learn about cost and architecture scale of COTS C'I developments is typically in the
from the prototyping exercise, discuss functional range of four or five million dollars. When the gov-
performance options and their associated cost with ernment team has skills and knowledge to do the
the users, and then, given a budget, decide what is integration job more professionally than an indus-
possible, trial team (who may not know the user and product

selection as well), the government should strongly
Bring in Industry Differently consider taking on the integrator role.

When the time arrives to bring industry into the
team, a new method must be found to make the se- RELATION OF PRESENT METHODS
lection from among the bidders for a COTS Cl de- TO INDUSTRY
velopment. Often. the company selected by the
government is the least expensive and the most While industry might not agree, I believe our
readily available, because both funds and schedule current practices in the development of C'I COTS-
are severely constrained. With reference to the based systems are harmful to industry. A typical
house-building analogy, it is clear that we would scenario illustrates the point when the development
not w&ant to choose the contractor for our home command requests proposals for a C'I system built
solely on the basis of cost and availability. primarily from COTS products. This request is

made even though there is no proof that the specifi-

Having chosen the basic COTS elements of the cation can be met wNith COTS products. (Occasion-
architecture, a rational approach is to favor compa- ally, feasibility is asserted by the developer because
nies that know the most about that class of COTS one COTS version of the desired system has been
products, because it is reasonable to expect those prototyped. However. the selected contractor is free

6



to choose any set of COTS products. The developer wA hether the product selection is optimum for the
does not know whether the contrator's selection of user. The g, ernmnent should he responsible for en-
products can do the job. and neither does the con- suring the product selection matches user needs.
tractor, for the reason stated earlier. No contractor
can afford to invest in proving feasibility before the
bid is made.) After the selection, tile contractor be- A NEW DEVEIAPMENT APPROACH FOR
gins the development, wxith the understanding that COTS-BASED C11 SYSTEMS
the specification must be met. When the contractor
is unable to meet the specification ,w ithin schedule. The preceding discussion results in a different
the contractor hegins to lose mones. Because these approach to the development of ('OTS-based C1
jobs are tightly budgeted, it takes only a fewk s\ystems:
months of extra time before the contractor's profits
,anish. The results of extend,-d court co;tests are The development command takes responsibility
long delass, increased costs, and undesirable prod- for ensuring that three critical aspects of lhe de -

Lcts. lndustr+x bears the risk of meeting the user's velopment are properly traded off with respect to
requirements with its mw n selection of off-the-shelf cost in( performance:
products. - Balance of tile cost to build and modif,,

- Availability of products
HIGH-RISK AND LOW-RISK PHASES OF
DEVELOPMENT - Desires of the user

* The development command takes responsibilit\
Once the trade-offs of meeting user desires ver- for deciding whether. in a given case. it is bett.r

sus the performance of COTS products have been to integrate a system with a single contractor or
made and are thoroughlN understood, the develop- multiple contractors.
merit of COT'lS-based Cl! systems becomes lowarisk. The CTSaded allow accuates becmestito f Even if a single contractor is selected. the userrisk. The trade-offs allo,.% accurate estimation of

integration costs and of the cost to incrementally and developent commands take :sponsibilitsdda r correc product selection. Contractor selec-
tion is not based on specifications, but on the

budget is known, and when the usr is willing to contractor's ability to integrate. Under this new
temper his or her requirements to stay within that procedure. if the perfo irice of the integrated
budget, the risk becomes small. Generallv. erv ma- system is poor. then the assessmnlt tof blanle
ture COTS soltm are is used so that the risk of en- e is or the C e assessm nto ae
countering severe soft are bugs is relativel\ low, depends on the cause. If both the contractor andthe integration plan prove to be sound. then the

development commlnand is at fault. If. how,,ever.
[-owe,,er, before the trade-offs have been corn- theieeraton

pleted, the deselopment risk is ver\ high because was not performed then the
contractor is at fault and should be replaced.

the contractor is expected to meet a rigid set of re-
quirements but is iot alloAed (o cannot afford) to * The develcpnient command must have a reason-
do custom desigi. If the government were to select ably comprehensive know ledge of the COTS
the products and take the risk that the correct match marketplace to ensure that the final selection of
to tie user's needs has been made. then industry products is chosen from the ver\ lare number
could implement the design wkithout being account- of commercial prodtucts :iailable. The proces
able for the match to user requirements. and tile risk requires confidence that a good source has not
to industry wxould be considerably less, Industry been overlooked, or that some different COTS
should take responsibility for intcratim the COTS vendor " ill not later confront the developer w ith
products wNell. and should not be concerned about a superior product.
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" The development command must be prepared to If a system composed of COTS products is
evaluate an architecture for basic soundness and modified or evolutionary improvements are made.
the ability for change at reasonable cost. The the integrated off-the-shell products of the system
user must be convinced that the selected archi- should not be modified because the cost will be
tecture is resilient and adaptable. The govern- high. Any additions should be more off-the-shelf
ment's job is to select the system architecture products, and perhaps a small number of
that satisfies the user's requirements at a time custom-designed modules.
when the final system requirements are not yet
fully known. The most important factor in upgrading a sys-

* Finally. the development command must find a tem should be knowledge cf the system's architec-
way to judge the integration activities performed ture. If a system's architecture has been properlywy toe theiter. ayti aivieis pored designed to accommodate change, the people who
by the contractor. Today. this issue is confused perform the life-cycle maintenance and upgrade
by the need to meet specifications. When the
contractor hits conducted a high quality integra- role should be experts in that architecture so they

cotaco hscodctdahihqultyiter- can properly exploit the opportunities for change in
tion effort, it is not appropriate to hold the con- the system.yAtxpreit thi o f experts
tractor responsible for the perforrance of the systemn. At present. this assignment of experts
tomr e ipbent r tpforae odoes not take place, and no effort is expended to

provide the necessary architectural information to

This summarizes a new model of how COTS- the actual maintainers and upgraders. When indus-
based developments should be done. It is important try is given the task, the people who do the mainte-
that an effective approach for this class of develop- nance are not the designers of the architecture, but
ment be put in place. because the economics of sys- rather those who wrote the final application
tern development will greatly emphasize the software.
integration of COTS products.

The life cycle is something that we are not
thinking about properly, and the issues of transfers

LIFE-CYCLE ISSUES of command, transfers of responsibilities, and trans-
fers of money are quite complex. However, this is

We are entering a period in which the DOD an area where we must create a more efficient way
%kill not have enough money to replace C'l systems: of doing business. Ideas for handling the full life-
instead, the systems will have to be maintained and cycle of COTS-based Cl systems need develop-
upgraded over a period of many years. It is not ment to exploit the opportunities to lower risk and
clear who will be given this maintenance role - save money.
industry, the user, the developer, or the logistics
organizations. The issue of organizational role is
important and should not be dismissed on the basis
of a given command's mission or the assertion that
the user must retain control of the process.


